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Motivation 
• Shor's algorithm (Shor 1997) combined with a powerful  

quantum computer (QC) would break currently widely used  
asymmetric cryptographic techniques, e.g., RSA, DSA,  
ECDSA, ECDH (Chen et al. 2016). 

→ many security mechanisms found, e.g., in commonly used  
Internet protocols are threatened 

• Different estimates of when a powerful QC will be available 

• Goal: Replace classic asymmetric crypto schemes with quantum-resistant public-key crypto 
schemes (PQC schemes, cf. NIST Post-Quantum Cryptography Standardization) 

• As of today:  IT infrastructures must be able to respond timely and agile as soon as a 
cryptographic scheme is broken, e.g., by a QC 

• In other words: IT architectures need to evolve towards crypto-agile IT architectures
2
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Cryptographic Agility (CA): Intro
• Cryptographic agility refers to how easy it is to evolve or replace the hardware, 

software, or entire information technology (IT) systems being used to implement 
cryptographic algorithms or protocols (and, in particular, whether the resulting systems 
remain “interoperable”) 

• Another view: Building blocks 

• Problem: There is no common understanding on the term cryptographic agility 

• Our approach: Map definitions, requirements and aspects onto a maturity model (CAMM) 

• Goal: Apply CAMM in order to determine the CA level of a given software or IT System 
and improve it step by step

3

Schneider noted in opening remarks by Johnson, Millett (2017).

Paul, Niethammer (2019)

ڱڲڵ ࡧ ýܿ êƆ˺ɑ Ɔɱǃ ¬ܿ ±Ȫǘ˥ȚƆɩɩǘʾܪ Àɱ ˥Țǘ Ȫɩʳʂʾ˥ƆɱƷǘ ʂȄ Ʒʾ̰ʳ˥ʂȇʾƆʳȚȪƷ ƆȇȪɑȪ˥̰

̣Țǘʾǘ Ȫɱ ˥Țǘ ˒ʂ˺ʾƷǘ Ʒʂǃǘܿ ĊȚȪ˒ ʾǘʹ˺Ȫʾǘ˒ ˥Țʂʾʂ˺ȇȚ Ɔɱǃ Ʒʂɱݱ
˥Ȫɱ˺ʂ˺˒ ǃʂƷ˺ɩǘɱ˥Ɔ˥Ȫʂɱܪ ˺ɑ˥ȪɩƆ˥ǘɑ̰ ɑǘƆǃȪɱȇ ˥ʂ Ɔɱ ˺ʳݱ˥ʂݱ
ǃƆ˥ǘ Ȫɱ̝ǘɱ˥ʂʾ̰ ʂȄ Ɔɑɑ Ʒʾ̰ʳ˥ʂȇʾƆʳȚȪƷ ˒ƷȚǘɩǘ˒ Ɔɱǃ ˥ȚǘȪʾ ʾǘݱ
˒ʳǘƷ˥Ȫ̝ǘ �ê�˒ܿ Ċʂȇǘ˥Țǘ ʾܪ ˥Țǘ˒ǘ ƭ˺ȪɑǃȪɱȇ ƭɑʂƷɈ˒ ȇʾǘƆ˥ɑ̰ ˒Ȫɩݱ
ʳɑȪḚ̏ ˥Țǘ ʳʾʂƷǘ˒˒ Ɔɱǃ ǃǘƷʾǘƆ˒ǘ ˥Țǘ ˥Ȫɩǘ ɱǘǘǃǘǃ ˥ʂ ˥ʾƆɱ˒Ȫݱ
˥Ȫʂɱ ˥ʂ ݧƆȇƆȪɱݦ ˒ǘƷ˺ʾǘ ˒̰˒˥ǘɩ˒ܿ

gȪȇ˺ʾǘ ܩڳ %˺ȪɑǃȪɱȇ ƭɑʂƷɈ˒ ˥ʂ̣Ɔʾǃ˒ Ʒʾ̰ʳ˥ʂȇʾƆʳȚȪƷ ƆȇȪɑȪ˥ ̰ܿ

,ʾ̰ʳ˥ʂȇʾƆʳȚȪƷ �ê�˒
�˥ Ȫ˒ ȇǘɱǘʾƆɑɑ̰ Ɔǃ̝Ȫ˒Ɔƭɑǘ ɱʂ˥ ˥ʂ ȚƆʾǃݱƷʂǃǘ Ʒʾ̰ʳ˥ʂȇʾƆʳȚȪƷ
ʳʾȪɩȪ˥Ȫ̝ǘ˒ Ȫɱ˥ʂ ˒ʂ˺ʾƷǘ Ʒʂǃǘܪ Ȫɱ˒˥ǘƆǃ ˥ʾ˺˒˥ǘǃ Ʒʾ̰ʳ˥ʂȇʾƆʳȚȪƷ
ɑȪƭʾƆʾȪǘ˒ ˒Țʂ˺ɑǃ ƭǘ ˺˒ǘǃܿ ĊȚǘ ǃǘ˥ƆȪɑ˒ ʂȄ ˺ɱǃǘʾɑ̰Ȫɱȇ Ʒʾ̰ʳ˥ʂݱ
ȇʾƆʳȚȪƷ ʳʾȪɩȪ˥Ȫ̝ǘ˒ Ɔʾǘ ȚȪǃǃǘɱ Ȅʾʂɩ ˥Țǘ ƆʳʳɑȪƷƆ˥Ȫʂɱ ƭ̰ ݱ˒˺
Ȫɱȇ Ʒʾ̰ʳ˥ʂȇʾƆʳȚȪƷ �ê�˒ܿ ĊȚȪ˒ ɩƆɈǘ˒ Ȫ˥ ǘƆ˒Ȫǘʾ ˥ʂ ˺ʳǃƆ˥ǘ ˒ǘݱ
Ʒ˺ʾȪ˥̰ ʳƆʾƆɩǘ˥ǘʾ˒ ʂʾ ˥ʂ ʾǘʳɑƆƷǘ ǘɱ˥Ȫʾǘ ʳʾȪɩȪ˥Ȫ̝ǘ˒ ̣Ȫ˥Țʂ˺˥
ȪɩʳƆƷ˥Ȫɱȇ ˥Țǘ ʾǘ˒˥ ʂȄ ˥Țǘ ƆʳʳɑȪƷƆ˥Ȫʂɱܿ

ĊȚǘ ˥ʾǘɱǃ ˥ʂ̣Ɔʾǃ˒ �ɱǃ˺˒˥ʾ̰ ڱܿڵ Ȫɱ ɩƆɱ˺ȄƆƷ˥˺ʾȪɱȇ
ɑƆɱǃ˒ƷƆʳǘ˒ܪ ɑǘƆǃ˒ ˥ʂ Ɔ ˒ȚȪȄ˥ ʂȄ ʳʾʂʳʾȪǘ˥Ɔʾ̰ ǘƷʂ˒̰˒˥ǘɩ˒ ˥ʂݱ
̣Ɔʾǃ˒ Ȫɱ˥ǘʾݱƷʂɱɱǘƷ˥ǘǃ ��ʂĊ ʳʾʂǃ˺Ʒ˥˒ܿ gʂʾ ̝ǘɱǃʂʾ˒ܪ ˥ȚȪ˒ Ȫɱݱ
Ʒɑ˺ǃǘ˒ ˥Țǘ Ȫɱ˥ʾʂǃ˺Ʒ˥Ȫʂɱ ʂȄ ȚȪȇȚ ɑǘ̝ǘɑ ʳʾʂȇʾƆɩɩȪɱȇ ɑƆɱݱ
ȇ˺Ɔȇǘ˒ܪ ʂʳǘɱ ˒ʂ˺ʾƷǘ Ʒʂɩʳʂɱǘɱ˥˒ Ɔɱǃ �ê�˒ Ȫɱ ˥ȚǘȪʾ Ɔ˺ݱ
˥ʂɩƆ˥Ȫʂɱ ʳʾʂǃ˺Ʒ˥˒ܿ ĊȚǘʾǘȄʂʾǘܪ ˥ȚȪ˒ ˥ʾƆɱ˒Ȫ˥Ȫʂɱ Ʒʂɱ˒˥Ȫ˥˺˥ǘ˒
˥Țǘ ʂʳʳʂʾ˥˺ɱȪ˥̰ ˥ʂ Ȫɱ˥ǘȇʾƆ˥ǘ Ʒʾ̰ʳ˥ʂȇʾƆʳȚȪƷ �ê�˒ Ɔ˒ ̣ǘɑɑܿ

ŀȚǘɱǘ̝ǘʾ ȚƆʾǃݱƷʂǃǘǃ ʳʾȪɩȪ˥Ȫ̝ǘ˒ Ɔʾǘ ǘɩʳɑʂ̰ǘǃ Ȫɱ Ɔɱ
ƆʳʳɑȪƷƆ˥Ȫʂɱ Ɔɱǃ ʂɱǘ ʂȄ ˥Țǘ˒ǘ ʳʾȪɩȪ˥Ȫ̝ǘ˒ ȇǘ˥˒ ƭʾʂɈǘɱܪ Ɔ ƭ˺ʾݱ
ǃǘɱ˒ʂɩǘ ʳʾʂƷǘ˒˒ Ȫ˒ ʾǘʹ˺Ȫʾǘǃ ˥ʂ ̭͘ ˥ȚȪ˒ܿ �˥ ͘ʾ˒˥ܪ ʂɱǘ ɱǘǘǃ˒
˥ʂ ˒ƷƆɱ ˥Țʾʂ˺ȇȚ ˥Țǘ ǘɱ˥Ȫʾǘ Ʒʂǃǘ Ȫɱ ʂʾǃǘʾ ˥ʂ Ȫǃǘɱ˥ȪḚ̏ Ȫɱ˒˥Ɔɱݱ
˥ȪƆ˥Ȫʂɱ˒ Ɔɱǃ ˺˒Ɔȇǘ˒ ʂȄ ˥ȚƆ˥ ƆɑȇʂʾȪ˥Țɩܿ ÀɱƷǘ Ȅʂ˺ɱǃܪ ˥Țǘ ̝˺ɑݱ
ɱǘʾƆƭɑǘ ƆɑȇʂʾȪ˥Țɩ ɱǘǘǃ˒ ˥ʂ ƭǘ ʾǘʳɑƆƷǘǃ ̣Ȫ˥Ț Ɔ ɱụ̈́ Ȫɩʳɑǘݱ
ɩǘɱ˥Ɔ˥Ȫʂɱ Ɔɱǃ Ɔɑɑ Ȫɱ˒˥Ɔɱ˥ȪƆ˥Ȫʂɱ˒ Ɔɱǃ ˺˒Ɔȇǘ˒ ɱǘǘǃ ˥ʂ ƭǘ
˺ʳǃƆ˥ǘǃ ƆƷƷʂʾǃȪɱȇɑ̰ܿ �Ȅ˥ǘʾ ˥ȚƆ˥ܪ ˥Țǘ ˺˒˺Ɔɑ ʾǘȇʾǘ˒˒Ȫʂɱ ˥ǘ˒˥˒
ɱǘǘǃ ˥ʂ ƭǘ ṷ̈́ǘƷ˺˥ǘǃܿ ę˒ǘʾ˒ ʂȄ ˥Țǘ ˒ʂȄ˥̣Ɔʾǘ Ɔʾǘ Ɔ˥ ʾȪ˒Ɉ ʂȄ ƭǘݱ
Ȫɱȇ Ɔ˥˥ƆƷɈǘǃ Ɔ˒ ɑʂɱȇ Ɔ˒ ˒ʂȄ˥̣Ɔʾǘ ˺ʳǃƆ˥ǘ˒ Ɔʾǘ ɱʂ˥ ǃǘʳɑʂ̰ǘǃܿ
ĊȚǘ ˥Ȫɩǘ Ȫ˥ ˥ƆɈǘ˒ ˥ʂ ƷʾǘƆ˥ǘ ˒˺ƷȚ ˺ʳǃƆ˥ǘ˒ Ȫ˒ ˒ȪȇɱȪ͘ƷƆɱ˥ɑ̰ ǃǘݱ
ƷʾǘƆ˒ǘǃ ƭ̰ ȚƆ̝Ȫɱȇ Ɔ Ʒʾ̰ʳ˥ʂȇʾƆʳȚȪƷƆɑɑ̰ ƆȇȪɑǘ Ȫɩʳɑǘɩǘɱ˥Ɔݱ
˥Ȫʂɱ ܿݛڷڸݚ

F̭ǘɩʳɑȪḚ̏Ȫɱȇ ˥ȚȪ˒ܪ �Ɔ̝Ɔ ,ʾ̰ʳ˥ʂȇʾƆʳȚ̰ �ʾƷȚȪ˥ǘƷ˥˺ʾǘ
ݧ�,�ݦ Ȫ˒ Ɔɱ �ê� ˥ȚƆ˥ Ɔɑɑʂ̣˒ Ʒʾ̰ʳ˥ʂȇʾƆʳȚȪƷƆɑɑ̰ ƆȇȪɑǘ Ȫɩʳɑǘݱ
ɩǘɱ˥Ɔ˥Ȫʂɱ˒ ܿݛڴڷݚ �˥ Ȫ˒ ƭƆ˒ǘǃ ʂɱ ʳʾȪɱƷȪʳɑǘ˒ ʂȄ ʂƭɀǘƷ˥ ʂʾȪݱ
ǘɱ˥ǘǃ ʳʾʂȇʾƆɩɩȪɱȇܿ ýʳǘƷȪ͘Ʒ ƆɑȇʂʾȪ˥Țɩ˒ Ɔʾǘ ʾǘʳʾǘ˒ǘɱ˥ǘǃ
Ɔ˒ ƷɑƆ˒˒ǘ˒ Ɔɱǃ Ɔʾǘ ǃǘʾȪ̝ǘǃ Ȅʾʂɩ Ɔƭ˒˥ʾƆƷ˥ ƭƆ˒ǘ ƷɑƆ˒˒ǘ˒ܿ ĊȚǘ
ǃǘ˒Ȫʾǘǃ ƆɑȇʂʾȪ˥Țɩ Ȫ˒ ˒ʳǘƷȪ͘ǘǃ ƭ̰ Ȫ˥˒ ɱƆɩǘ ˺˒Ȫɱȇ Ɔ ˒˥ʾȪɱȇ
ʳƆʾƆɩǘ˥ǘ ܿʾŀȚǘɱǘ̝ǘʾ Ɔɱ ƆɑȇʂʾȪ˥Țɩ Ȫ˒ Ʒʂɱ˒Ȫǃǘʾǘǃ Ȫɱ˒ǘƷ˺ʾǘܪ
ʂɱǘ ƷƆɱ ǘƆ˒Ȫɑ̰ ˥ʾƆɱ˒Ȫ˥Ȫʂɱ ˥ʂ Ɔɱʂ˥Țǘʾ ƆɑȇʂʾȪ˥Țɩƭ̰ ʾǘʳɑƆƷȪɱȇ

˥Țǘ ȪɱȪ˥ȪƆɑ ˒˥ʾȪɱȇ ʳƆʾƆɩǘ˥ǘ ʾܪ ʳʾʂ̝Ȫǃǘǃ Ɔɱ˺ɱǃǘʾɑ̰Ȫɱȇ Ȫɩʳɑǘݱ
ɩǘɱ˥Ɔ˥Ȫʂɱ ʂȄ ˥Țǘ ɱụ̈́ ƆɑȇʂʾȪ˥Țɩ ṷ̈́Ȫ˒˥˒ ̣Ȫ˥ȚȪɱ ˥Țǘ ȄʾƆɩǘݱ
̣ʂʾɈܿ ĊȚǘ ʳʂ˥ǘɱ˥ȪƆɑ Ʒʾ̰ʳ˥ʂȇʾƆʳȚȪƷ ƆȇȪɑȪ˥̰ ʂȄ �,� Ȫ˒ ǃǘɩʂɱݱ
˒˥ʾƆ˥ǘǃ Ȫɱ �Ȫ˒˥Ȫɱȇ ܪڲ Ȫɱ ̣ȚȪƷȚ ނڲݱ�ývށ Ȫ˒ ˺˒ǘǃ ˥ʂ ƷʾǘƆ˥ǘ Ɔ
ȚƆ˒Ț ʂȄ Ɔ ˒Țʂʾ˥ ɩǘ˒˒Ɔȇǘܿ ĊȚȪ˒ ƆɑȇʂʾȪ˥Țɩ Ʒʂ˺ɑǃ ƭǘ ˺ʳǃƆ˥ǘǃ
ƭ̰ Ȫɱ˒˥Ɔɱ˥ȪƆ˥Ȫɱȇ OF ̣Ȫ˥Ț ǘܿ ȇܿܪ ܿނڷڶڳݱ�ývށ

�Ȫ˒˥Ȫɱȇ ܩڲ F̭Ɔɩʳɑǘ ʂȄ Ɔ Ʒʾ̰ʳ˥ʂȇʾƆʳȚȪƷƆɑɑ̰ ƆȇȪɑǘ Ȫɩʳɑǘɩǘɱ˥Ɔ˥Ȫʂɱܿ

ڲ ¬ǘ˒˒Ɔȇǘ6Ȫȇǘ˒˥ ɩǃ ߤ
ڳ ¬ǘ˒˒Ɔȇǘ6Ȫȇǘ˒˥ ܿ ȇǘ ˥ �ɱ˒ ˥ƆɱƷǘ −�ývނݦ ڲ ނ ݧ ݈
ڴ ƭ̰˥ǘ ݚ ݛ ǃƆ˥Ɔ ߤ vǘɑނ ɑʂ ŀʂʾɑǃ ܮ ނ ܿ ȇǘ ˥%̰ ˥ǘ˒ ݦ ݧ ݈
ڵ ɩǃܿ ˺ʳǃƆ˥ǘ ݦ ǃƆ˥Ɔ ݧ ݈
ڶ ƭ̰˥ǘ ݚ ݛ ʂ˺˥ʳ˺˥ ߤ ɩǃܿ ǃ Ȫ ȇ ǘ ˒ ˥ ݦ ݧ ݈

Àɱǘ ƆǃǃȪ˥ȪʂɱƆɑ ɩǘƆ˒˺ʾǘ Ȫ˒ ˥ʂ ƷȚʂʂ˒ǘ Ɔ ǃǘ̝ǘɑʂʳǘʾݱ
ȄʾȪǘɱǃɑ̰ Ʒʾ̰ʳ˥ʂȇʾƆʳȚȪƷ �êܪ� ʾǘ˒˺ɑ˥Ȫɱȇ Ȫɱ Ʒʾ̰ʳ˥ʂȇʾƆʳȚȪƷƆɑɑ̰
ƆȇȪɑǘ Ȫɩʳɑǘɩǘɱ˥Ɔ˥Ȫʂɱ˒ܿ ¬Ɔɱ̰ ɑȪƭʾƆʾȪǘ˒ ṷ̈́Ȫ˒˥ ˥ȚƆ˥ Ɔʾǘ Ʒʂɩݱ
ʳɑṷ̈́ܪ ʂ͍ǘʾ ʂɱɑ̰ ƷʂɱȄ˺˒Ȫɱȇ ʂʳ˥Ȫʂɱ˒ Ɔɱǃ ˥ȚǘȪʾ ǃǘȄƆ˺ɑ˥ ʳƆݱ
ʾƆɩǘ˥ǘʾ ˒ǘ˥˥Ȫɱȇ˒ Ɔʾǘ Ȫɱ˒ǘƷ˺ʾǘܿ 6ǘ̝ǘɑʂʳǘʾ˒ ʂȄ ƆʳʳɑȪƷƆ˥Ȫʂɱ˒
˺˒˺Ɔɑɑ̰ ǃʂ ɱʂ˥ ʳʂ˒˒ǘ˒ ṷ̈́ʳǘʾ˥ Ɉɱʂ̣ɑǘǃȇǘ ʂȄ Ʒʾ̰ʳ˥ʂȇʾƆʳȚ̰ܿ
ĊȚǘʾǘȄʂʾǘܪ ɩȪ˒˺˒ǘ ʂȄ ˒˺ƷȚ ɑȪƭʾƆʾȪǘ˒ ǘƆ˒Ȫɑ̰ ɑǘƆǃ˒ ˥ʂ ˒ǘƷ˺ʾȪ˥̰
ȄƆȪɑ˺ʾǘ˒ܿ gʂʾ ṷ̈́Ɔɩʳɑǘܪ Ȫ˥ ̣Ɔ˒ ˒Țʂ̣ɱ ˥ȚƆ˥ ýý� Ʒǘʾ˥Ȫ͘ƷƆ˥ǘ ̝Ɔɑݱ
ȪǃƆ˥Ȫʂɱ Ȫ˒ Ȫɱ˒ǘƷ˺ʾǘ Ȫɱ ɩƆɱ̰ ɱʂɱݱƭʾʂ̣˒ǘʾ ˒ʂȄ˥̣Ɔʾǘ Ɔɱǃ ˥ȚȪ˒
̣Ɔ˒ ƭɑƆɩǘǃ ʂɱ ˥Țǘ ǃǘ˒Ȫȇɱ ʂȄ �ê�˒ ܿݛڹڳݚ

jʾǘǘɱ Ɔɱǃ ýɩȪ˥Ț ݛڱڴݚ ƆǃƆʳ˥ǘǃ ڱڲ ʾ˺ɑǘ˒ Ȅʂʾ ˺˒Ɔƭɑǘ Ɔɱǃ
˒ǘƷ˺ʾǘ Ʒʾ̰ʳ˥ʂȇʾƆʳȚȪƷ �ê�˒ܿ �ɱ ܪݛڲݚ ˥Țǘ ˺˒ƆƭȪɑȪ˥̰ ʂȄ Ʒʾ̰ʳ˥ʂݱ
ȇʾƆʳȚȪƷ �ê�˒ ̣Ɔ˒ ǘɩʳȪʾȪƷƆɑɑ̰ ǘ̝Ɔɑ˺Ɔ˥ǘǃܿ ĊȚǘ ʾǘ˒˺ɑ˥˒ ˒˺ȇݱ
ȇǘ˒˥ǘǃ ˥ȚƆ˥ Ɔɱ ǘƆ˒̰ݱ˥ʂݱ˺˒ǘ Ȫɱ˥ǘʾȄƆƷǘ ʳʾʂɩʂ˥ǘ˒ ǘ͍ǘƷ˥Ȫ̝ǘ ˒ǘݱ
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Crypto-Agility: More Definitions
• CA is  

1. the ability for machines to select their security algorithms in real time and based on their 
combined security functions;  

2. the ability to add new cryptographic features or algorithms to existing hardware or 
software, resulting in new, stronger security features; and  

3. the ability to gracefully retire cryptographic systems that have become either vulnerable or 
obsolete  
K. McKay in Johnson and Millett (2017) 

• CA denotes  
• an easy migration from one crypto scheme to another 

Mehrez and El Omri (2018) 

4
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Crypto-Agility: Requirements and Aspects
• IDs (for algorithms or sets of algorithms), transitioning, key management, interoperability (mandatory 

algorithms), balancing security strengths, opportunistic security, (effective) migration mechanism 
Russ Housley (2015) 

• Measurability, interpretability, enforceability, security, performance 
Computing Community Consortium (CCC) (2019)  

• Switch between crypto schemes in realtime, support for heterogenous environments, policy-aware 
access to crypto primitives, automatability (centralized), scalability 
T. Macaulay, R. Henderson (2019) 

• Extensibility, removeability, interoperability, flexibility, fungibility, reversability, updateability, transition 
mechanism, backwards compatibility 
Mehrez and El Omri (2018) 

• Testable Steel (2019), usage of SDKs, crypto APIs Niederhagen (2017) Utimaco (2018),  
preparing for failure Johnson, Millett (2017)  

5
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Developing CAMM – Approach

6

Sƚaƌƚ

PƌŽbůeŵ defiŶiƟŽŶ

ϭ

CŽŵƉaƌiƐŽŶ Žf 
eǆiƐƟŶg ŵŽdeůƐ

Ϯ

IƚeƌaƟǀe ŵaƚƵƌiƚǇ 
ŵŽdeů deǀeůŽƉŵeŶƚ

ϯ

EǀaůƵaƟŽŶ

ϰ

ReƐƵůƚ

aƉƉƌŽǀed

CŽŶceƉƟŽŶ aŶd 
iŵƉůeŵeŶƚaƟŽŶ Žf 

ƚƌaŶƐfeƌ

ϱ

ŶŽƚ
aƉƉƌŽǀed

EŶd

• Details / further info:  
Hohm, J., Heinemann, A., Wiesmaier, A., 
(2022)

adapted from  

Becker, Knackstedt, Pöppelbuß (2009)
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CAMM – Overview
Five maturity levels 
• Each level contains a certain number of requirements, 

all of which must be met in order to reach that level 

Meaning 
• L. 0 Initial: Reached by default 

• L. 1 Possible: Necessary conditions are met, no 
activities  

• L. 2 Prepared: CA is an implementable goal, sufficient 
conditions are met 

• L. 3 Practiced: Migration is securely feasible and 
verifiable  

• L. 4 Sophisticated: Fast migration, automation

7

Crypto-agility Maturity Model

Table 1: CAMMmaturity levels

Level Name

0 I������ / N�� ��������
1 P�������
2 P�������
3 P��������
4 S������������

Outcome: Our preliminary results show good structure and com-
prehensibility for CAMM (see Section 5).

Step 5: Conception of transfer and implementation. Becker et al. [4]
suggest publishing the maturity model and, in addition, establishing
a website where the maturity level can be determined. In addition,
the website should provide for a survey of model acceptance, which
may indicate the need for further development.

Outcome: Following Becker et al. we set up a website at https:
//camm.h-da.io. This page is intended to serve as a central reference
source for CAMM. In addition to a brief description of the model,
it contains the list of all requirements, literature references and
publications. We will also provide a toolbox (new tools or refer to
existing ones) to facilitate checking certain requirements in practice.
CAMM is currently labeled with Version 1. Further developments
can then be tagged with higher version numbers. Additionally, the
description of case studies that use CAMM in practice is planned.

4 THE CRYPTO-AGILITY MATURITY MODEL
The resulting crypto-agility maturity model represents our under-
standing of the current state of research on crypto-agility. This
model makes it possible to evaluate a given system according to
its ability to implement crypto-agility requirements. At the same
time, it forms a reference that encompasses the �ndings from both
academia and practice and combines them into an understanding
of the requirements of crypto-agile systems. CAMM’s key compo-
nents are the maturity levels and the requirements they contain at
each level, along with their respective properties.

Since it is desirable to have the simplest possible classi�cation
while maintaining a high degree of precision, �ve maturity levels
have emerged as an appropriate classi�cation size for this model.
This number also became a frequent standard value for maturity
models due to the widespread adoption of the CMM and CMMI
[4, 24].

Table 1 illustrates the �ve de�ned maturity levels. They are
each described by their name and number and represent a certain
development level of a system. Each level contains a certain number
of requirements, all of which must be met in order to reach that
level. In other words, as soon as a requirement of a given level -
is violated, one falls back to level - � 1 with level 0 as the lowest
possible level.

To make the individual maturity levels more tangible, these and
the motivations behind are be presented now. The requirements
de�ned for a certain level are subsequently speci�ed in Section 4.1.

I������ / N�� ��������. This maturity level expresses the lowest
maturity and is reached by default. The numbering explicitly begins

at zero to illustrate the lack of evaluation or exclusion of crypto-
agility. This maturity level implies that there is at least one system
or component that violates the requirements de�ned at level 1.
Possible reasons for this may include hardware or software limita-
tions that do not allow subsequent changes to the original design.
Examples include devices in the IoT domain that are no longer sup-
ported by their manufacturer and platforms where cryptography is
hard-coded to hardware features [9]. Another familiar scenario is
embedded systems that are inaccessible or where there is no vendor
interest in enabling costly updates.

P�������. This maturity level is reached by all systems that can
be adapted so that their cryptography can respond dynamically
to future crypto challenges. However, this does not require any
speci�c activities to be carried out yet, but only the necessary
primary conditions to be met. Many of the requirements are typical
for high-quality software or hardware design.

P�������. Systems that already implement certain measures for
crypto-agility, but are not yet fully ready to actively realize it, are
assigned to this level. The actual change of cryptographic functions
still requires some preparatory work here and means a particular
e�ort, but crypto-agility is already seen as an implementable goal.

P��������. Crypto-agility is practiced, i.e, migration between dif-
ferent cryptographic methods is demonstrably, e�ectively, and se-
curely feasible. In this case, systems can be assigned to this ma-
turity level. Therefore, several conditions must be met to ensure
the necessary hardware and software requirements and migration
mechanisms.

S������������. The highest maturity level is attained by systems
that implement advanced capabilities in terms of crypto-agility.
They are particularly characterized by the fact that compatibil-
ity is not limited to a speci�c system but is applied in a broader
infrastructure. Higher sophistication and practical testing of the
measures allow for a fast migration between di�erent cryptography
schemes. This level of maturity should be strived for particularly
by libraries and frameworks that are intended to be used in the
context of crypto-agility.

Figure 2: CAMM – Stage model perspective

As shown in Fig. 2 the de�ned maturity levels can be understood
as a stage model. Maturity level 0 forms the lowest stage and sym-
bolizes the lowest or no capability for crypto-agility. The higher the
maturity level, i.e., the higher the stage, the more agile a systems
cryptography is.
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possible level.

To make the individual maturity levels more tangible, these and
the motivations behind are be presented now. The requirements
de�ned for a certain level are subsequently speci�ed in Section 4.1.
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agility. This maturity level implies that there is at least one system
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tions that do not allow subsequent changes to the original design.
Examples include devices in the IoT domain that are no longer sup-
ported by their manufacturer and platforms where cryptography is
hard-coded to hardware features [9]. Another familiar scenario is
embedded systems that are inaccessible or where there is no vendor
interest in enabling costly updates.

P�������. This maturity level is reached by all systems that can
be adapted so that their cryptography can respond dynamically
to future crypto challenges. However, this does not require any
speci�c activities to be carried out yet, but only the necessary
primary conditions to be met. Many of the requirements are typical
for high-quality software or hardware design.

P�������. Systems that already implement certain measures for
crypto-agility, but are not yet fully ready to actively realize it, are
assigned to this level. The actual change of cryptographic functions
still requires some preparatory work here and means a particular
e�ort, but crypto-agility is already seen as an implementable goal.

P��������. Crypto-agility is practiced, i.e, migration between dif-
ferent cryptographic methods is demonstrably, e�ectively, and se-
curely feasible. In this case, systems can be assigned to this ma-
turity level. Therefore, several conditions must be met to ensure
the necessary hardware and software requirements and migration
mechanisms.

S������������. The highest maturity level is attained by systems
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They are particularly characterized by the fact that compatibil-
ity is not limited to a speci�c system but is applied in a broader
infrastructure. Higher sophistication and practical testing of the
measures allow for a fast migration between di�erent cryptography
schemes. This level of maturity should be strived for particularly
by libraries and frameworks that are intended to be used in the
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Example 
CAMM – Level 1 (Possible) Requirements: No 10 and No 11

8

Knowledge, Process, System property
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Example 
CAMM – Level 1 (Possible) Requirements: No 13 and No 14

9
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• https://camm.h-da.io 

• Model 

• All requirements 

• Publications  
(cf. slide 6) 

• Contact info

CAMM – Further Information

10
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Summary and next steps
• CAMM aims to help IT officers to asses their state/maturity concerning 

crypto agility. 

• With the aid of the CAMM requirements, concrete activities can be initiated 
to implement the respective requirement.  

• The ultimate goal of any IT should be CAMM level 4 to be able to meet the 
QC threat 

• Provide tools to support requirement assessment whenever possible 

• Promote CAMM so that it is applied in practice and we gain more 
experiences 

• Jointly develop CAMM further, adapt and evolve requirements if necessary
11



                                 
                                 
                                 
                                 
                                 
                                 
                                 
               .                 
                                 
               .                 
               .                 
              .  .               
               .                 
              .. .               
              .. .               
              .. ..              
              .. ..              
              .. ..              
              .. ..              
              .. ..              
              .. ..              
              .. ..              
              .. ..              
       . ....... ...........     
    .. .. .....   ........... .  
                                 
       . ..........   ....... . .
           ......... .........   
                  .. ..          
                  .. ..          
                  .. ..          
                  .. ..          
                  .. ..          
                  .. ..          
                  ..  .          
                  .. ..          
                   . .           
                   . .           
                                 
                     .           
                                 
                                 

15.03.2022 it-sa 365

National Research Center 
for Applied Cybersecurity

ATHENE

Literature
• Shankland/CNET, Stephen (2019). Take a look at Google’s quantum computing technology. https://www.cnet.com/pictures/take-a-look-at-googles-quantum-computing-

technology/ (visited 13.03.2022). 
• Shor, Peter W. (Okt. 1997). Polynomial-Time Algorithms for Prime Factorization and Discrete Logarithms on a Quantum Computer. In:SIAM J. Comput.26.5, S. 1484–1509 
• Chen, Lily et al. (2016). Report on Post-Quantum Cryptography. US Department of Commerce, National Institute of Standards und Technology 
• Johnson, A.F., Millett, L.I.(eds.): Cryptographic Agility and Interoperability: Proceedings of a Workshop. The National Academies Press, Washington, DC (2017). 
• Paul, S., & Niethammer, M. (2019). On the importance of cryptographic agility for industrial automation, at - Automatisierungstechnik, 67(5), 402-416. 
• Hohm, J., Heinemann, A., Wiesmaier, A., (2022). Towards a maturity model for crypto-agility assessment. Technical Report / Preprint. 
• Julian Hohm (2021). Reifegradmodell für die Krypto-Agilität. Master thesis, Hochschule Darmstadt, Germany 
• Hassane Aissaoui Mehrez and Othmane El Omri (2018). The Crypto-Agility Properties. In The 12th International Multi-Conference on Society, Cybernetics and Informatics, 

Nagib C. Callaos (Ed.). IIIS, Winter Garden, Florida, U.S.A., 99–103.  
• Russ Housley (2015). Guidelines for Cryptographic Algorithm Agility and Selecting Mandatory-to-Implement Algorithms. RFC 7696.  
• Computing Community Consortium (CCC) (2019). Identifying Research Challenges in Post Quantum Cryptography Migration and Cryptographic Agility. Computing 

Community Consortium (CCC).  
• Tyson Macaulay and Richard Henderson (2019). Cryptographic Agility in practice: emerging use-cases. Infosec Global. 
• Graham Steel. 2019. Achieving ’Crypto Agility’. Cryptosense. https://cryptosense.com/blog/achieving-crypto-agility 
• Ruben Niederhagen and Michael Waidner. 2017. Practical post-quantum cryptography. White Paper. Technical Report. Fraunhofer SIT, Darmstadt.  
• Utimaco. 2018. Post-quantum cryptography: Secure encryption for the quantum age  
• Jörg Becker, Ralf Knackstedt, and Jens Pöppelbuß. 2009. Developing Maturity Models for IT Management. 1, 3 (06 2009), 213–222.  

12

https://cryptosense.com/blog/achieving-crypto-agility


                                 
                                 
                                 
                                 
                                 
                                 
                                 
               .                 
                                 
               .                 
               .                 
              .  .               
               .                 
              .. .               
              .. .               
              .. ..              
              .. ..              
              .. ..              
              .. ..              
              .. ..              
              .. ..              
              .. ..              
              .. ..              
       . ....... ...........     
    .. .. .....   ........... .  
                                 
       . ..........   ....... . .
           ......... .........   
                  .. ..          
                  .. ..          
                  .. ..          
                  .. ..          
                  .. ..          
                  .. ..          
                  ..  .          
                  .. ..          
                   . .           
                   . .           
                                 
                     .           
                                 
                                 

15.03.2022 it-sa 365

National Research Center 
for Applied Cybersecurity

ATHENE

Contact

13

  Prof. Dr. Andreas Heinemann 
  Fachbereich Informatik
  Hochschule Darmstadt - University of Applied Sciences
  Haardtring 100 
  D-64295 Darmstadt

  Tel: 06151-16-3 8482
  Fax: 06151-16-3 8935
  E-Mail: andreas.heinemann@h-da.de
  Web: https://www.fbi.h-da.de

http://www.fbi.h-da.de

